BRLEZSARERES
IPSJ SIG Technical Report

Web 7 7V T—2a 7 AN ZRAWESQLYITIUD
K74 MY R S BEMERFE

BPRS fLate) B fSS AR #1350 JyR RN VAR seste

BE :

Web 7 7V 7 — a vOgEE2 A L TF— ¥ X— 20 & BEEHR 2 40T 2 BCESRIEIC 2 > T
5, MEELT, 72VDFRTIA MY RAMTLIBADH 20, KBELR? 7V r—y avicBnTid”
IYNRY =V DIERTHY, BREICL SV R DFEHEEIHEEZ 7D, ) A O HE{ERTESFIAH
ENns, LaL, kDR 74 YR FEHEWERTFEICIE, 2= Web =t 2Z2FHTZ LT
T, FHTINE 7 1Y) ZIET 5 OR300 D BAID MR EMR W EES, 77 7 —v a vigIc R
7 5 FEEE R R E UPUHEMROEED D 5. AR, 77V 5= 3 YOEI{ET A FETRORKT
IYDEHRTA FPYRMEERT 2 FEERET S, REFERTANORT I/ ) 2Hw7 7Y r—
v a v OFEBITKESTIERTE 2720, BADIREERL M LT 2.

Automatic Whitelist Generation for SQL Queries Using Web
Application Tests

KoMmEl NoMURAY®  HirosHI ABE®®  SATORU KANNO?® KENJI RIKITAKED2 RYOSUKE MATSUMOTO!4

1.

Abstract:

Stealing confidential information of the database has became a serious vulnerability issue of Web applica-
tions. Defining the whitelist of SQL queries issued by the Web application is a countermeasure to detect the
attack. For large-scale Web applications, automated generation of the whitelist is conducted since manually
defining a large number of the query patterns is impractical for the developers. Conventional methods for
the automated generation are unable to detect the attacks immediately due to the long requiring time of
collecting legitmate queries and require the application-specific implementations which reduce the versatility
of the methods. In this paper, we propose a method to automatically generate a whitelist using issued queries
during Web application tests. Our proposed method uses the generated queries during the application tests
and does not depend on the specific application, which results in improved timeliness against the attacks and
versatility for the multiple applications.
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ZEA L7, ProxySQL I2iE, ZUM-77 ) #IUEL
7T REEICE L CIREET RS H D, ZoRERER
74 PV APOERICHA L7, 7, T—FXR—RIZIF
ProxySQL 234 R — F L T\Ww3 MySQL Z##HM L, article
T —7IVIC title A 7 L & content B 7 L EIER L 7z, Web
77V = a v DFEEEIZIX Ruby on Rails 2 7z, #
1D X I, article 7—7 MR LT, FBMER, 7—%
—& - RAES, T—F OHEH, T—F DHIBRDOEAE AT
IRAY Y FRFEELL, £/, SQLA VP27 arvdA4
YYz v avolfistdid % article % title THER T %
Ay Pzl 7,

4.1 1”74 MJ XD False positive & False negative

3.2 fii TR EFHEOMEEFED &, RETFHER,
SQLA v Yz /v a vIRBRZRNZ(BAITES LEZS
Nz, T, REFEHETIE, 2TDO Web 77V 7 —
avhRiTT a7 LY 2RI A PYRAMCERT S L
IXTE\728, False positive PFAET S EEZ 65,
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INSORMEMRT 27012, FEEETIEX, TAPAN
L v PIZX 9 % False positive & False negative % 5FHl L
fo. MEFHEETAIANL Yy PICE>TR7A FY AL
BRSNS 7 Y REENELT 570, FEETlE Web 7
TV =2 a DT ARANL Y PORHIEITo 7. Web
TV =2 arvDTAMANLy PORHICIE, TA
RcFEfTINY — A a— FOfTZFHIIL ¢, fTHMITD
ALy P RENT 5 SimpleCov[9] ZFA L. A7 4
FYRMCERT 7 2 URGEICIE, Web 7 7Y 57— 3
VDT AP EFETLILBEIC, ProxySQL ICESRI N7 =
VHEEZFAL, =Y P VB3 HOAT A YA LZ
R L 7=,

EHEZ7ZVT—=2LLT, 77996 FHT, £1
IRTAY v F&FFD Web 777 7 —3 a VIZHTTP Y
7 LA bzITW, ZOMICRTIN 1Tl 7 ) 2 1R
L7, ARLAEER) ) T2t r374 PR %2R
HLTC BREmEnzr7x) %A L, False positive
ZEM L7, RIER7 Y T—=%L LT, Web 77V r—
¥ a v ? article % title THER T % XV v FIT, sqlmap[10]
ZHWTSQLA ¥ Y27y a v KkB%&AE HITP Y 7
IR MET, ZORIC Web 77 77— a v o FT
SN 2656 M7 ) 2 HE L7, HELZAEZ7 Y
T=FERTAFIVRALZRAELT, BRAITE LD >77
Y%A L, False negative Z 5 L 7.

EEHREHRIE T A AL v P 68.97T%ICx L T, False
positive 2% 17.65%, False negative 250% & %2> 7z, FEBHE
B XD, False negative ZFEELTE ST, SQLA v P =
7y avBBICL AR L) 2 2TRAITE 2 L0%b
%, %7z, False positive 13 17.65%FE L 7272 o, IEH
BANNZE ST Web 7 ) r—> a 315729
D—HBZ AT 5 2 L Bbh o7z,

A7 A4 FY R MIZ False positive 23%64: L 7z JHAIZ D
TELETS, RIIWWRTETDOAY vy FIZLTTF A Mz
I TEh, TAMANLy PORHILEEFATY
7223, False positive 23%64: L 7z, False positive & L TiR
WISz 7 ) # NIRRT,

e UPDATE ‘articles’ SET ‘content’ = ?, ‘updated_at
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= ? WHERE ‘articles‘.‘id* = 7
e UPDATE ‘articles SET ‘title = 7, ‘updated_at’ = ?
WHERE ‘articles‘.id* = 7
e UPDATE ‘articles‘ SET ‘title‘ = ?, ‘content‘ = 7, ‘up-
dated_at* = 7 WHERE ‘articles‘.‘id* = 7
MMAINL 7TV IZETERLICEIT S PATCH Y 7
I A b %ESLIRFICEIET %2 UPDATE XV v FB%4TT
57XV ThHolk. TNo6DI7TYDBRITING» o
A, 7 R PRI UPDATE XY v FOBEHL LI L L
TWw3 article 7—% &, 77— X—Z_EkIZH 2 FHHHTD
article 7 — ¥ 3@ —IZ > T Z ETH 5. HHHID
article 77— EHH L £ 9 & LT3 article 7 — ¥ 23
—®IF, Ruby on Rails THEEEL 7% Web 7 7V r—> a v
|3 UPDATE @7 =) 2547837 A MIRNT 5, 7,
UPDATE %X YV v FOUBIZT A b ALy YOREPICH
BEND, ZOIEDDL, TANT—RIZX o TIRATS
N7 Y BH Y, False positive & Fo: S8 2 FK &
B EDMERTE, ZDX) R —ARITWIGL, False
positive Z &I T 572012, REFEICL>THRTIA MY
A MIERSIN o7 ) B ) HIEPHELE 25,
F7 A4 ;Y A MIC False negative 23¥82E L 220> 72 R
IZDWTHELET S, ERRTIE, False negative IZ Il X 417z
Pofedd, 328 TRz X I, FTA PV AMIZIET A
FMREOABFITINS 7 ZYDEEFNTED, False negative
ZREIELARELRH S, Z2DD, FTA YRR
BENDZTAMNGOAFETINZ 72 ) DEGLZD I L
VGO —He AL 2. HEOME, AV MY AR
FIZHLTT A MROAFEITIND 7 2V 13 39.13% &
nTEH, FFncnirsrzVo—EEZMIIRT,
e ROLLBACK
e SELECT COUNT(*) FROM ‘articles’
e RELEASE SAVEPOINT active_record_1
e SAVEPOINT active_record_1
e SET FOREIGN_KEY_CHECKS = ?
e SELECT -‘articles’.* FROM ‘articles’
ORDER BY ‘articles‘.‘id* DESC LIMIT ?
e DELETE FROM -‘articles’; INSERT INTO
‘articles* (‘id‘, ‘title‘, ‘content‘, ‘created_at‘, ‘up-
dated_at‘) VALUES (?, 7, 7, 2, 7), (2, 7,7, 2, 7),
(7,2,0,2,7);
e SELECT @QQFOREIGN_KEY_CHECKS
e SELECT @@max_allowed_packet
CORREDP S, REFETE, Rillk)nr7 VR
BERO7ZVERAMTERWLWI EX3bhol, LaL,
SQLA ¥ Yz 7y a v BEIE Web 7 7V r — a V3%
1927 ZVIERED SQL Xz vy 22y a v
B EICkoTHIERITAD, EEHLAL7ZURREE —
BT pAEEIMEVEEZ OGNS, COHEPL, 74

© 2018 Information Processing Society of Japan

I Y A M IZ False negative D37E L ko7 &EZ 655,
ZD0, REFHEE, SQLA VP27 avRBIZk-
THAITINDEAIEZ T OWRANCARITH 5 LEZ S5,

4.2 HR"I7A4 M)A MDOBERRA
BREFENFITIA PV RO P Y BITEFEE T,
VA MEBETESZZ LETRTRDIL, AIEZY Z2HE
TV 7 b7 RFEL, EREiThotk, FHELLY
7b027TlE, VDY TINETL—AKRLY—IC
BEEWZ 7 YBER X -T2 Ay aT—TNE
LTCHIA PV R ZEEKT 2. £/, 2OV 777
X, 526NV 272 YEICERL, InEX—
EltnvvarT—7NVi2SHTI LT, fIEZ7Z) %
HHET 2, Z7A4 PV RO Y BUCRER T EEIC
HETEBLILAERTEDIS, TV P23 HDOFRT A b
YA REZD100£5TH S 2300 HOF 74 PV A2 Z
NZNHBE LR, F7A4 M)A MERIN TRV
Vi, 72 VERCTFANE LTY R MCERL 2854,
ETHOIY M) EBET 270, =¥ ) Bu L THRIE
WCEHERBHINT 2., 2070, 07 1Y 2 IR E
LCHELZ HELZFA7AMPIALMEZZYEZY 7 b
D2 7ICEZ, EAICEL 2R AL 72, 1 HoRT
Tl ps BEZO/NS R E % 0, CPU DFIFIRDLOSIE AR
MIC 5 Z B EPKE L DS TE iz, 100 FERT
L At %2 ms HALCLUER L 72, 525713, CPU %% Intel
Core i7 3.3 GHz 2core, XE VU316 GB OB TIT- 7=,
WAICHEL 243 RIE, = b Y %23 ol
13.50ms, T ¥ V#2300 fE DKFIZ 13.05ms TH > 7.
CORERDP S, HEICHEL LAGHR D ZE X 0.45ms &/
I, TV RVENY A NBEICET 2IRMICE 2 %
NSV EDERTE .

5. ER

REFHEZ, ABT A P Z2HACEE 7 ANTHRY
A FVAMRERT S, U ko, BAFEIX, MHED
B 70 22 EHT 2 2 Ea PR E2ITA, PIFOEK
TAIEZ ) OBWANCHIATES2 R 74 P A MERS Z
EXTESL, TAFIA—=FIEFK T2 ANT Web 77
Vr—2a v DOEBRICGU TEMI NS 70, BIFE DR
THERINBZFZTA P YR MRFEITEINE 7 ) I2ELH
HoTGARICOMNITE S, T, REFEET—FR—
A7axe Tz ) ENELFT7A PR ERERT 57
b, Web 7 7’V r =¥ a v DEBIIRFE T, #HED Web
77V r—vav oL CHHTE S, s oREDL
5, IRETFEZHE - DFEETEHED Web 7 7V r—>a v
IGHATE, DORETFELZEATS I L1225 Web ¥ —
EADRFEPHEAICE Z 2B/ IwEEZ NS,

4.1 HicoERER» S, REFEE, SQLA P =7
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P avRBIZI > THITENEAE L) ZHRANTE S 2
EDVHEREI N, L L, £ CoREREINIAY v FITK
LCTAMZERLAZELTDH, XYY FPRITTE 7
JIZT AN =R X > TENT 25603H 570, 17
ARV RAMCERTERWI ZYDHFEL, EERI Y
DR TL £ 2 EDMRINL, BERMSH
T, 1ITHOEFEZ7 Y T D 17.65%TH % 3
Hor Y ThHotz, ZDIE5, kKB Web 7
TV =y a VICREFIRERZEAT 285, BTV
DMLY, BRASING 7 VIR TEEEZ S
N3, ZOMEERRT 272012, Web 7 7V r—va v
PRITTE7ZVDN, F74 YR MIERTE 2o
77 X)) %) OO HFEOWRBBETH L. £, &
T4 FYAMCE, TAMNT 22887572V DLSH
BT A MREOARFEITINDE 7 ZIVDBEENDE, ZNoDY
TViE, 2—HFANIZE>TWeb 77V — avhs
RITENB 7Y TIERL, T—=7VDTF =8 %L THIER
T35XI) %7 T )DREETNLGEICIE, KEMNE)HFITT

LEID, TTAPFPYRAPMIEDDIRETIER Y, Z0D
72, TAMROARITIND 7 Y ORI
DRLETH 5.

42 fiDEBFER DS, 7T VEEF—E LIy
T=7NVEHOT, A4 PYAMERBRTLZET, Y
APDIY P VY R P EEAT ZRRICE Z 28
INEWT EDMERTEL, DI ERS, KBS Web
TV =y a VICREFEEEA L 25EY, Sy
A+ ERBETES,

REFHEIZ, F74 FY A NOERGEORM:E, K
THER L 2 AE 7 =) OAEER L 4 5 v > — o lifilz)
B o, Web ¥ —ERADRFEPLHHNOHELZ /NS (X
EBTZ2SQLA v 27 aryiReE LT, ARIH
HTzstE20N0 5,

6. ¥&&

AfETIX, Web 7707 —> a ST 27— 4 _—
AZFHITINDAIEZ 2V 2 BAIT 572002, ¥ 7ot
ADTAMCEHL, TAMRCHITINE 7)) 2O
TWeb 7 7V 75— avdiT9%72)VDFRT74 Y
Az HETERT 2 FE2IREL, FERICXD, RET
ORI ORHEZFHM L 72, RETFHER, R 7 v A
R4 PR DOAEERE MR EIZX>T, Web
B —E R DORFEH LHAF O AR KL 0D, RiE7 T
VOWMZIT) ZEBTELLEEZOND,

RS, EFHFEIISQLA VP27 a v KBk
THATINIAILE Y £ % False negative Z FAE X TH
HTELZEEMRL, SQLA v =7 a v REIH
LCHMCHATES Z Db ok, LL, NRET
LAYy FIZNLTTAMZRMBL Tz LThH, T4
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Fr— R X o THIT 7 ZVICBEDEL 256035 5 7
O, F74 PV RMIEFEINRLT Y DHELEL, False
positive BFEAT 5 Z L DMER S Tz,

SO E L TlE, False positive Z KK T % 72912,
Web 7 7’V r —> a 374572 )ON, x74 Y
A MERTERPSR I ZMHD ODAHER, T—
FR—AWT AT =8 288 T2L) 5T A MROA
WKRITEINS 7 ) ~NORMUTEOBRI 2T o s, £
7o, S, REFEOFT7A FY R 2O BAOHE
Eried, REFEOEAIKLLS Web 7 /) r—>av
ET = R=AMD LA T ¥ > —~DHEEDWGEEP KB
7t Web 7 7Y 77— a vIZBIT % False positive & False
negative DIRGEZ 1T .
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