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K3 FEAVYFO—HK

HTTP URL e (S

GET articles 2 TD article &R

GET articles?title="" | title T L T article % &R
POST articles article % fE&

GET articles/:id id @ article & &R
PATCH articles/:id article % SR

DELETE article % Hlbk

articles/:id

4.1 K74 MY R NORABE

BEFHEICELoTERLUZFT A MY A N OMAIKEE
AT 572012, EBIREZEEEL, False positive &
False negative % 9 % Fhj %17 5 7=.

ERBRETIE, —&2RX—=—ZA 70 %2 LT Prox-
ySQL [12] Z A U 7z. ProxySQL 2%, ZJH > 7272
TYZENELZ TG L CTRIET LD 0,
ZORREE R T A MU A MOESICRIHEL. 72, T—
AR — 2121 ProxySQL 23% R — b L TW% MySQL % £
U, article 7— 7V title 7 7 L & content 71 T L% {E
L7z, Web 7 7V —3 a3 »izl¥, Ruby on Rails %
W, article 7—7IVOEMEEFTS AV v NEFEEL, £
TDOAY Y FIZNUTT A ZRAB U, EELELAY v
FEK3IZRT. RIITRTAY v FOW, title THREL
T article 2% /R_RT2AY v NIZIX, SQLI Y=o ¥ a3
v DNagtEE Fifz 7.

RT7A MY AMIEERT S22 TV REIZIE, Web 77
F—=2arvOFANEFETLULEIZ, ProxySQL IZFLER X
NEZTVEEEZMAEL, =V MV 23O T A b
YA NEER L. EFRIZTVT—=RELT, 779Y
MNOFET, RIWARTAY Y NERFHED Web 77V 7 —
YavIZHTTP V7 T A b 217\, TOMICHETEINE
7O L) ZBfF L. ZOEHRIZITY TR LR
74 VAN EREGELT, BRIV EAT VB
U, False positive ZFH I U7-. REERIZTVF—&X& L
T, Web 7 7V — a2 »® article % title THRZET % A
Vv FIZ, sqlmap [14] ZFHWTSQL A Yz o ¥ a VL
BEGAZHTTP V7 T A &, TOMIZHKTIN
72265 D7 TV ZREGELZ. TORERIT)TFT—RE
F7ARMNIAMNEBELT, MAITE o7z )%l
7> b U, False negative Z R L 7z,

FhRAE B False positive % 17.65%, False negative 7%
0%&7o7-. FEBIER XD, False positive 1% 17.65%FE
U7z, EERI T O—HERREHTEZ e hbhro
7z. %7z, False negative 3FELTEST, SQL1 vV
2 aVIHBIZEBIAREZ T 2R THRAITE 2 Z 80D
noiz.

False positive IZDWTHEHET 5., K3 ITRTETDAR
Vy FIZHULTTAMIEBRINTED, TAMAIANLY
VOEHIZHEENT WA, False positive 23F4 L 7z,
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e UPDATE ‘articles’ SET ‘content = ?, ‘updated_at‘ =
? WHERE ‘articles‘.‘id* = 7

e UPDATE ‘articles* SET ‘title’ = 7, ‘updated_at’ = 7
WHERE ‘articles‘.id* = ?

e UPDATE ‘articles’ SET ‘title = 7, ‘content‘ = 7, ‘up-
dated_at’ = ? WHERE ‘articles‘.‘id* = 7

\_ /
4 False positive & L THAII N7 TV

False positive & U T MREIXI N7 VI, 17 EDOIEF 22
JILY) T =D 1T.65%TH5 3D LY ThHotz. i
MHIENhZ7 Y 2K 412R7.

ART LD BRI T DT A MRIHKTING D 572
FHRIE, T—RRX=Z EIZHDEHAIOD article T—X &,
UPDATE ® 2 ) 25T U7 RIZHEL 2 EHED article
F=ARA—ZR>TWEI e ThHD. TDEIIZ, BH
i EHBTT — X DA — & 72 50, Ruby on Rails TH
#L7z Web 77V r—>a Vi UPDATE 2 =Y % %
fiL7w. LA L, UPDATE D2 TV 2F{59 5 A v
Nk, 7AMNRIZEITEINDE 2D, TAMNINLY VDR
HiZEENS. ZOZErs, TAMINL Y U 100%
THoTH, TAMN —RZLoTIEFEITINBRNITY
M D, False positive DIFEET B Z & ¥ h o 72, False
positive Z{EIE T 57212, TA N T —ADRUIZE > T,
TAMRZRITENGE D 57227 ) 2R T4 MY A MIH
SHENBELRS.

False negative (ZDWTEH Y 5. FE T, False neg-
ative IZFELE L RN o 7208, 32MiTHhRRZ LD, KUA
FURANMIETANEDATITIND 2 ZYDEENTS
D, False negative # FAE I G B AHEMELH B, D720,
FT7A4 M)AMIEENETAMNFOAFEIFTEINE T
DEGLED/ T VEEEZFHEL 2. FAHEOKRE, w71
FUZA NI, TAMNEOAFTINDE 7Y D 39.13%
BENTW, Zhons7 T EED—EE2K 51257,

REFHETIE, BHHITRT IO BRIV ERFFDI T
VERAITERWZ Db h o7z, SQLA VYo ay
WEETIX, Web 7 7V — a UAKFT$ 527 T VIR
DSQL XA vz rvarl, 7)) OETHR
EEHETD., FDED, SQLA VYo7 arviRBIzk->
THITIND 7T VIE, Web 77V r—a VIFETS 2
JZVICHBIZRHINARED SQL X7 2 MA
DTH5. ZDE5% 27T VPERE LAY HEE —3
T AHAHEMEIEEE T E WYY, FEERTIE, False negative 7%
FKELRDP 272206, ZOLDRIGENRET 21 H
PIFEWEEZONS.

5. RRIETOM

4.1 fiDERIZ L b, FEETFILTIE False positive & False
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4 ™

¢ ROLLBACK

e SELECT COUNT(*) FROM ‘articles’

e RELEASE SAVEPOINT active_record_1

e SAVEPOINT active_record-1

e SET FOREIGN_KEY_CHECKS = ?

e SELECT ‘articles’.* FROM ‘articles
ORDER BY ‘articles‘.‘id* DESC LIMIT ?

e DELETE FROM ‘articles‘; INSERT INTO
‘articles’ (‘id‘, ‘title‘, ‘created_at‘, ‘up-
dated_at‘) VALUES (7,7, 7,7, 7), (?,7,2,7,7), (7, 7,
7,7, 7);

e SELECT @Q@QFOREIGN_KEY_CHECKS

e SELECT @@max_allowed_packet

‘content’,

5 TAMEDARTINEI LY

negative DFEAENRERIND Z L DR I N7z, FEERBIC
BWT, IS DOEMMOREFE 2 ERL, FHHEHET

DB FZHRT 572012, EEDVFIET 5 GMO Rk
REENEETLZ Web - 2D 27T ) a2z H\WE
BREfT7I o7z, FEERTIE, Web 7 7V r—v a v EERE
THELTWARMICRIT TS 2T &, FAMHIRITT
5272 DESOBBEREL -,

BEFEZWeb 7 7V 75— a VOEFIER L TH
T4 MIANDEHEITD> DT, EETIE, Web 7 7Y
=2 ardBRITTHE7TVERTA MY A NDOBAKE
WEBERD D, ERFRDO Web 7 7V r—2a vkl
HEMICEREIOERBTONRET I VBN EL B
728, (KHT Web 7 )X — a v OEHEBDTLOATY
W29 1 HI2HAS 2019 1 H 14 HD 3 HAD
JTVaZE2RELE. 229 a szl 172086 @D 2 T
VWREEN, 7TVBIIBEKRTH 7280, FEETIL 66 E
D7 TYREIZEBUCHAELUZ., £72, 7 X MRUTHT
T3 7TVDONEIZIE, ERETEHLTVWS Web 7
TV r—=vaveOxdnER57-H12, 7Y 07 OEE
FAHORIH TdH 5 2019 4E 1 A 11 HEGED Web 7 7Y
r—yarvERHUEZ. TAMNRHIRFINE 72D B
11514 fETH b, Tk 99D 7 TV HEEBI AL TE
BUCFIH U7, RRETRITINAZ7 T VEEE 72 MR
WKHRATI N7 TV EEEZRL, K6 I1ICRT 7TV EE
DEGDOEFRE KD 2.

X6 kb, ERETHKTINZZZVMEE T A MHIZ
FFIN7 D) EORBIX 119TH 72, ZOW,
46 @D 7 =) MEWEBRBE L 7 A bOM S TRITEI N
TV LUTHHIZ N, REFEEIINSD T 2 IEHR
7)) LT 5.

K628\ T, ERETOARKITEINZ 20HD 7 ) 1

BIZDOWTERT S, BEFEIINSD7 ) HEIZ—
HIB7T)EAREZZ) L LTHRATS. LaL, 21
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6 EREOTHRTINEIZVNEL TAMRIZHITINLY
TV WG DR

S5OV, T—INOT—RELHIBRTEHREDY —
CAILHEEEZEZ 5 L5 8FTIE D 572728, False
positive & U CRMEII Wz [8EELVH 5. T DD, Z
NEDIZTVDOHKITILE R 572 Web T TV r—>a v
W ARET 52 LT, MEIINEZ7ZYPEFERITY
THENDHFEEToT-. PAEOKR, 2TOr/T) DO
176D Web 7 7V r— a VORI R FETE /720
NHD T Y IEAL T False positive & U T3 J‘ﬁ%ﬂé?}’bf’
TYTHbD. F£72, False positive & U TEMH I 7z
TUMBT A MRIRITI NG o 2B, TAMN —A
PEBEORHANRZ -V ERBETE TRV X, 71
DFATUELDEITHRT A MRFDAEBBINT W L TH
5. F¥7-, EBIZFALZZ DY o ZIMRHIZR T S
JTVEREBRLIZEDTH 72728, V—EADEHEN
FHTETITEI7TVIEEEN AL o7
AREBRPS, BEFETRETAN T —ADREREIZ
& D False positive D3FAET 5 Z L EFR I N7z, False
positive MO E LT, A7 MY A MK BH%ET—
TIWVEACHREMICEN T2 Z BB 5 b, KIFED
HiE, 72 R—2 LOBEBEROGICHREZi< Z
ERDT, BTOTF—=TMZHLTHRIA MY AMZES
MEZEAT2BREIIRNWEEZDL. TDDH, EEBR
PREINZT—TMZHUTIEET A Y A ML B
MAEMBHEL, ZOMDT—TIWIIEEH LR WRY, 57—
TNVEATHRTA M)A NORMAOAEEERT S L
T, AR L7257 ZHIRTE 5. ZOHHE, False
posmve LB ORBEHIETELEHFEZS. Le
U, ZOHIEFEIT T, False positive 2582 IZHERT 5 Z
L TERVDT, AT PVAMITAN T —ZADORE
WEoTEBRTERP oI 24D HIESHRKE L
EAB.
Bl6I2BWT, T A N TIRFET S N EBRE TIRAT
SN oT 3D TVREEIZOWTEL T 5. E
FHEIZBWT, oD T YRHEIRFRT A MY A MIHE
BEINTOVEPRANCKHI RN, ZThons T )ITid
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2O Y NEENT W, THEEEI, EBRICFAL
ez ) uZOMEIZFMAT T WA Web 7 7)) 7 —
VavOMEEN D -2 Tk o T, EEETIIRITIN
Ko IEHR 7T ) Thb. 2EEHIE, TAMEDOA
FITE N, Web 77V 7 — a VIR IZIZFHIT S 0GR
WIZITYTHD. ZDKD7%7 T IX False negative % 5l
SRITARELD Y, Zhon sz )z, T—71LD
T—REETHIRT 2R EDY -V RAIBEEEZLED
NEFN TV,

RERD S, REFETETAMNFOARITINE T
U2 & % False negative R S vz, ZORBEIZ LT
i, R4 NV RANDATIERL, 7Ty 7V RANEHA
UL 2 B BRH DL FEZD. 779D
2L, BEEEPREINTYS T — 7L OSP4
HHlbRR Y, FPORMEINEIAEITY) ZEHKTD. 2D
TIv ) AN EREFIETER LAY MY AN &Gf
Hd25Z2&7T, AL M)A NTRAITERWARIEZ Y
ETIvIIVANIL-THAITESRLERD. £72, 7
Ty I VAN TERDP S IZAEI TV ZFTA MY
A NTREITERGAEEZOND. TDD, TIv D
YARMEARTA MU ZMHEULERITTNST 5 Z 2T,
MR AIEZ ) OMARNZ{RHTE S £ H 2 5.

6. &b

AfETlk, v YR MEEDG R B EAFEE DA
ERRT H7-2002, BFE T O ADTAMIEZHL, TA
MREIZEITEINE 7TV ZHWTHYA MY X NE2HEIT
ERRT 2 FEZ2BELUZ. BEFER, BER o2 ITFH
74 MU ANDEREZMAALZ T, HEENDAMEZ
B LD S, Web 77U 75— 2 VB L - EZE» S
DRIEZ LY O ZFERT 2. £72, BEFIEE, 7
RR=2T0F T THRIA MY AMEKIZBLE R T %
INET B728, Web 7 7V r— a v DFEEBIIKF LR
W, ZDZ NS, EENRIRDEHBD Web 7 TV T —
YavENFNIHNLT, F7A4 MY X NEEKRT BEE
IZHELTWS

EREO 7TV O 7 2 Hio 28R 5, BEFIETR
FANT—=ZADARRIZ & D False positive ¥ FEET B Z &
X, TAMREDOAFITEINSE 2 TV IZ K5 False negative
DFED R Z 7=, False positive IZEH LTI, w71 b
VA MIEBMHZEAT 5T — 7 )V % BEEERIVIRE X
NET—TNVIIRETS I LT, RANGE b)) %
B L, fERE LU TEBAII NG 7 DV EEZHIRTE S &
%,T\bf:. F 7z, False negative (ZBIL Clx, 75 v 2

ODEEINBIALALEITVEERL, 77V 7V A
btm74buxb%%mf%@m ZRMETS 2 & T,
AIEZ ) ORAFNZHETE D L EE L

SH%BOFEE LTI, False positive DR AMEH D 72
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12, m7A4 RNV ANMIARRLTWE 7T %245 HiEDOK
HAMBEF5NDE. T, SBIE, KUA MY AMIEBHK
% BEEIEWOMRE Sz T — TIVIZIRE L 72356 ORI
WBEOIEY, 79y VANEFRTAL M) R MNZHHAL
723558 OMANEE QTN 2175 .
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