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Abstract:

Database-driven Web applications are vulnerable to the attacks by the malicious queries which are not ex-
pected by the developers and are not correctly processed due to the incomplete input processing and the
query issuing process. Defining the whitelist of the database queries issued by the Web applications has
been conducted to detect the malicious queries. However, as the Web applications themselves become more
complex and the implementation programming languages become more diverse, the whitelisting approach
becomes more challenging to implement. In this paper, we propose a method to automatically generate a
whitelist of database queries from those generated by the Web applications during the testing phase, pro-
vided that the application development process includes the operation testing. In the proposed method, the
malicious queries are detected using the generated whitelist during the Web application is executed. Our
method can automatically generate the whitelist of the queried regardless of the Web application complexity
and independent of the implementation language and can update the whitelist as the test cases are updated
when new queries are implemented. The detected queries are either untested or malicious and detecting the
queries in the early stage of the attack may help an early removal of the respective Web application defects.
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