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Autonomous Resource Control Architecture
for a Multi-Tenant Web Server by Detecting Change Points
in Time Series Data of the Feature Quantities

Abstract: In a highly integrated multi-tenant Web server enviroment such as a Web hosting service where
the server administrator has no control of the contents in each tenant, reducing resource competition between
the server hosts is essential for the stable operation. As the number of the hosts increases, however, the oper-
ation becomes difficult due to the increasing cost of monitoring and control to manage the responsible hosts
in the server. We propose an autonomous architecture of identifying and isolating the requests causing high
system resource consumption under the resource exhaustion condition, by detecting the change points of the
resource metrics as time series data, and by weighting the metrics of the hosts and programs in the server.
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Fig. 1 Trade-off between the number of simultaneous connec-

tions and CPU usage.
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Fig. 2 Flow of autonomous control per request.

# FAN
# AR 2 7
# LARVAYALAAT

hostl: {
st_score: 83,
rc_score: 32,
files: {
path_to_progmral: { # 7077477 AR
st_score: 30,
rc_score: 20,
},
path_to_progmra2: {
st_score: 53,

rc_score: 12,

B 3 HAMNFIRFDTF—FHEE
Fig. 3 Data structure of the weighted lists.
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> cf = ChangeFinder.new 5, 0.01, 10, 0.01, 7 \\
=> #<ChangeFinder:0x7fad5c80be50 Qts_data_buffer=[],
Qchange_point_analyze=#<ChangeFinder: :SDAR:0x7fad5c80b
b80>, @smooth_term=5, Qoutlier_analyze=#<ChangeFinder:
:SDAR: 0x7fad5c80be20>>
> cf.learn [1,2,1,2,3,2,1,2,1]
=> [6.2017912433901, 1.3973555597559, 2.4211198000217,
2.3979400886673, 1.7835503570548, 1.4166612339939, 1.4
837836144657, 1.2835583707215, 1.1556254255408]
> cf.score 1
=> 1.1044914205061 4//

4 mruby-changefinder ® {71

Fig. 4 Execution examples of mruby-changefinder.
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D, Web ¥ =DV Y — ZADMHMAZLICEHF S L7 TH A 9
FAPETVT T LOBERMNTY AP ZFKTE S,
REFILEDOEIEITIE Apache[3] L EH ST L 72
mod_mruby[10] *1’2%}% L 7z. mod_mruby (¥ Apache ®
BEREIRER % mruby[9) THEETE, @H»r 2P RV AEY
HEECHET 270, KFEDOXHICY 722 L
DR TEBDWH %2 FHBLT 2 D3 H 258 IGHTH
%. ¥ 7z, ChangeFinder /¥ mruby @€ ¥ 2 — )L mruby-
changefinder*? & L CF2 L, mod mruby 5 [HEEITT
& % & 912 L 7. mruby-changefinder D FITHl % E 4 I
A9, ZOHITIE ChangeFinder.new 12, 2ttt 7
DDINT A= THLHETINDREOB L wED2EERER
DB DT HRAREE 2Nz 2 T O L T
w3, ZhUE, SDAR 7L Y RADH T BREDFE %
fToT037HTHS, X 4TI, H1LIEES 258
125 1 P DRBOBE TSHRE, 56 3 5185 4 515U
02 BRIEDRBOBE EHREZIEL TWwa, 55 518U
BREERECHE SN R 27 DORRITF—2Ich LT,
7 =8 OV E AT ) R O 2 R T2 3ET %73,
ChangeFinder TIZE 7V DREE B 1X & b #io <
W2 G T — % DR ZE ML TE 22032 O o3 EE3 M
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ZALDA a7 DOEMMANELT 2, [ 4 Tldlearn XY v F

# /etc/httpd/conf.d/mod_mruby.conf

LoadModule mruby_module modules/mod_mruby.so

# ChangeFinder QYL %Z 7 v »
mrubyPostConfigMiddle cf_init.rb cache

# ZLE R a7 O ENE 7 v 7

mrubyLogTransactionMiddle cf_score.rb cache

*1
*2

https://github.com/matsumotory/mod_mruby
https://github.com/matsumotory/mruby-changefinder
BB, 1 BICERINNGRI T — 2 IS LT, 10 ZRET
%L, 10 FOROPTT =8 OVHHEFRL, KRIIF—5
ZHHT 5.

© 2012 Information Processing Society of Japan

B 5 mod_mruby ®REHI

Fig. 5 Configuration examples of mod_mruby.

a N

# ChangeFinder { ¥ A% ¥ A4,
cf = ChangeFinder.new(5, 0.1, 10, 0.1, 3)

# KT — &I & pHEE
cf.learn [1,1,1,1,1,1,1,1,1,1]

# K7 2= ATT =Y EWMHIHE L L) I —¥ 7T —F I 7
Userdata.new.cf_list = {}

Userdata.new.cf = cf

B 6 ChangeFinder O#IHLAIER 7 V) 7"+
Fig. 6 ChangeFinder initializing script.

a N

r = Apache::Request.new
cf = Userdata.new.cf
cf_list = Userdata.new.cf_list hostname = r.hostname

res_time = r.response_time

# vhost @ ChangeFinder £ ¥ A% ¥ ADHELE L 72 F U EHEEL
unless cf_list.has_key?(hostname)
usercf [hostname] = cf.clone

end

# U7 IANYA LSRR T ZFEL v I
Apache.log Apache::APLOG_ERR,

requesttime: #{r.response_time.to_s}

score: #{cf_list[hostname].score(res_time)}

hostname: #{hostname}”

B 7 ZLERa7aEAsY) 7k
Fig. 7 Change point score analysis script.
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Load average -from Thu Dec 24 14:57:59 2015 to Fri Jan 27 14:57:59 2017
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Fig. 8 Transition of load average with alba.
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CPU usage - from Thu Dec 24 14:57:59 2015 to Fri Jan 27 14:57:59 2017
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Fig. 9 Transition of CPU usage with alba.

Apache accesses - from Thu Dec 24 14:57:59 2015 fo Fri Jan 27 14:57:59 2017
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Fig. 10 Transition of the number of access/second with alba.
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Fig. 11 Transition of the number of alert/second with alba.
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Fig. 12 Transition of total number of alert/second with alba.
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